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Abstract

Artificial Immune Systems (AIS) are emerging ma-
chine learners, which embody the principles of natural
immune systems for tackling complex real-world prob-
lems. The Artificial Immune Recognition System
(AIRS) is a new kind of supervised learning AIS. Im-
proving the quality of software products is one of the
principal objectives of software engineering. It is well
known that software metrics are the key tools in the
software quality management. In this paper, we pro-
pose an AIRS-based method for software quality clas-
sification. We also compare our scheme with other
conventional classification techniques. In addition, the
Gain Ratio is employed to select relevant sofiware
metrics for classifiers. Results on the MDP benchmark
dataset using the Error Rate (ER) and Average Sensi-
tivity (AS) as the performance measures demonstrate
that the AIRS is a promising method for software qual-
ity classification and the Gain Ratio-based metrics
selection can considerably improve the performance of
classifiers.

1. Introduction

The natural immune system is a powerful and ro-
bust information processing system that demonstrates
several distinguishing features, such as distributed con-
trol, parallel processing, and adaptation/learning via
experiences. Artificial Immune Systems (AIS) are
emerging machine learning algorithms, which embody
some of the principles of the natural immune system
for tackling complex engineering problems [20]. The
Artificial Immune Recognition System (AIRS), is a
new supervised learning AIS. It has shown significant
success in dealing with demanding classification tasks
[18].

Software quality management is an important aspect
of software project development. The Capability Ma-
turity Model (CMM) is the de facto standard for rating
how effective an organization’s software development

Proceedings of the Sixth International Conference on Intelligent Systems Design and Applications (ISDA'06)
0-7695-2528-8/06 $20.00 © 2006 IEEE

process is [16]. This model defines five levels of soft-
ware process maturity: initial, repeatable, defined,
managed, and optimization. The initial level presents
the organizations with no project management system.
The managed level describes the organizations, which
collect information of software quality and develop-
ment process, and use that information for process im-
provement. Finally, the optimization level describes
those organizations that continually measure and im-
prove their development process, while simultaneously
explores the process innovations.

The software quality management is also an ongo-
ing comparison of the actual quality of a product with
its expected quality. Software metrics are the key tools
in the software quality management, since they are
essential indicators of software quality, such as, reli-
ability, maintenance effort, and development cost.
Many researchers have analyzed the connections be-
tween software metrics and code quality [8] [9] [14]
[15] [16]. The methods they use fall into the following
main categories: association analysis [19], clustering
analysis [17], classification and regression analysis [4]
[12] [21].

In this paper, we propose an AIRS for the software
quality classification. We also compare this method
with other well-known classification techniques. In
addition, we investigate the employment of the Gain
Ratio (GR) for selecting relevant software metrics in
order to improve the performance of the AIRS-based
classifiers.

The remainder of this paper is organized as follows.
Section 2 briefly introduces the software metrics and
MDP benchmark dataset. Section 3 presents our AIRS-
based software quality classification method. Section 4
describes two baseline classification algorithms for
comparison. Section 5 discusses the metrics selection
with the Gain Ratio. Simulation results are demon-
strated in Section 6. Finally, some remarks and conclu-
sions are drawn in Section 7.
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2. Software Metrics

In this paper, we investigate totally 38 software
metrics. Simple counting metrics, such as the number
of lines of source codes or Halstead’s number of opera-
tors and operands, describe how many “things” there
are in a program. However, more complex metrics,
e.g., McCabe’s cyclomatic complexity or Bandwidth,
attempt to describe the “complexity” of a program by
measuring the number of decisions in a module or the
average level of nesting in the module. These metrics
are used in the NASA Metrics Data Program (MDP)
benchmark dataset MW1 [13]. Refer to Table 1 for a
more detailed description of the metrics. There are 403
modules in this dataset.

Our goal is to develop a prediction model of soft-
ware quality, in which the number of defects associated
with a module is projected on the basis of the values of
the 37 software metrics characterizing a software mod-
ule. We cast this problem in the setting of classifica-
tion, and in each module, the explanatory variables are
the first 37 software metrics, and the prediction vari-
able is the defects. Software modules with no defects
are in the class of fault-none, while those with more
than one defect are in the class of fault-prone.

Table 1. Description of NASA MDP MW!1 project dataset
with characterization of software metrics [13].

DESIGN_DENSITY

Calculated as: iv(G)/V(G).

EDGE_COUNT

Number of edges found in a
given module, which repre-
sents the transfer of control
from one module to an-
other. (Edges are a base
metric, which is used to
calculate involved complex-
ity metric).

ESSENTIAL COMPLEXITY

Essential complexity of a
module.

ESSENTIAL DENSITY

Calculated as:
(ev(G)-1)/(v(G)]).

LOC_EXECUTABLE

Number of lines of execu-
table code for a module (not
blank or comment).

PARAMETER_COUNT

Number of parameters to a
given module.

HALSTEAD_CONTENT

Halstead length content of a
module.

HALSTEAD_DIFFICULTY

Halstead difficulty metric of
a module.

HALSTEAD_EFFORT

Halstead effort metric of a
module.

HALSTEAD_ERROR_EST

Halstead error estimate

metric of a module.

HALSTEAD_LENGTH

Halstead length metric of a
module.

HALSTEAD_LEVEL

Halstead level metric of a
module.

HALSTEAD_PROG_TIME

Halstead programming time
metric of a module.

HALSTEAD_VOLUME

Halstead volume metric of a
module.

MAINTENANCE_SEVERITY

Calculated as: ev(G)/v(G).

Software Metrics Descriptions

MODIFIED _CONDITION_COUNT

MULTIPLE _CONDITION_COUNT

Number of multiple condi-
tions in a module.

Number of blank lines in a

LOC _BLANK

- module.
BRANCH_COUNT Branch count metrics.
CALL PAIRS Number of calls to other

functions in a module.

NODE_COUNT

Number of nodes found in a
given module. (Nodes are a
base metric, which are used
to calculate involved com-
plexity metrics).

Number of lines containing
both code and comment in a
module.

LOC_CODE_AND COMMENT

NORMALIZED CYLOMATIC _COMPLEXITY

NUM_OPERANDS

Number of operands in a
module.

Number of lines of com-

LOC_COMMENTS .
- ments in a module.

NUM_OPERATORS

Number of operators in a
module.

Number of conditionals in a

CONDITION_COUNT -
- given module.

NUM_UNIQUE_OPERANDS

Number of unique operands
in a module.

Cyclomatic complexity of a

CYCLOMATIC COMPLEXITY
- module.

NUM_UNIQUE_OPERATORS

Number of unique operators
in a module.

Ratio of the module's cyc-
lomatic complexity to its
length in NCSLOC. It fac-
tors out the size component
of complexity, and normal-
izes the complexity and
maintenance difficulty of a
module.

CYCLOMATIC_DENSITY

NUMBER_OF_LINES

Number of lines in a mod-
ule. Pure and simple count
from open bracket to close
bracket. It includes every
line in between, regardless
of character content.

Number of decision points

DECISION_COUNT . .
- in a given module.

PERCENT_COMMENTS

Calculated as:
((CLOC+C&SLOC)/(SLO
C+CLOC+C&SLOC))*100.

Calculated as:

DECISION_DENSITY Cond. / Decision.

LOC_TOTAL

Total number of lines for a
given module.

Design complexity of a

DESIGN_COMPLEXITY
- module.

ERROR_COUNT

Number of defects associ-
ated with a module.
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3. Artificial Immune Recognition System

The Artificial Immune Recognition System (AIRS)
is a new method for data mining [10] [11] [6]. In this
section, we explore the application of the AIRS for
software quality classification. We first prepare a pool
of recognition or memory cells (data exemplars),
which are the representatives of the training software
modules the model is exposed to. The lifecycle of the
AIRS is illustrated in Fig. 1.

Prepare Classifier

—

¥

Initialisation Antigen Training

L v

Train on All -
Antigens nE

Competition for
Limited resources

— ¥
Memory Cell
Selection

Classification

L

Fig. 1. Life cycle of AIRS.
3.1 Initialization

This step of the AIRS consists of preparing the data
and system variables for use in the training process.
The training software modules are normalized so that
the range of each metrics is within [0,1]. An affinity
measure is needed in the training process.

The maximum distance between two arbitrary data
vectors is calculated in (1), where r is the known data
range for attribute i.

. noo2
maxdist = Zlerf (D

The affinity is a similarity value, which means the
smaller the affinity value the higher the affinity is (the
closer the vectors are to each other):

affinity = maxdist/dist. 2)

where dist is the Euclidean distance.

The next step is to seed the memory cell pool. The
memory cell pool is a collection of recognition ele-
ments, i.e., classifiers generated at the end of the train-
ing phase. Seeding the memory pool involves ran-
domly selecting a number of antigens to be the mem-
ory cells.

The final step during the initialization is to choose
the system variable: Affinity Threshold (AT). The AT
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is the mean affinity among antigens in the training
dataset. It can be either calculated from a sample of the
training set or the entire training set. The AT is em-
ployed in the training scheme to determine whether the
candidate memory cells can replace the existing mem-
ory cells in the classifier.

3.2 Antigen Training

The recognition cells in the memory pool are stimu-
lated by the antigen, and each cell is allocated a stimu-
lation value (complementary affinity), as given in (3).
The memory cell with the greatest stimulation is se-
lected as the best matching memory cell for the affinity
maturation process:

stim = 1— affinity. 3)

A number of mutated clones are created from the
selected memory cell and added to the Artificial Rec-
ognition Ball (ARB) pool. The ARB pool is actually a
work area, where the AIRS refines the mutated clones
of the best matching memory cell for a specific anti-
gen. The number of mutated clones created from the
best matching memory cell is calculated as follows:

numClones = stim x clonalRate

x hypermutationRate, 4)

where stim is the stimulation level between the best
matching memory cell and the antigen.

3.3 Competition for Limited Resources

Competition for the limited resources is used to
control the size of the ARB pool and promote those
ARBs with greater stimulation to the antigens being
trained.

In the resource allocation procedure, the amount of
resources allocated to each ARB is:

resource = normStim x clonalRate. &)

A user-defined parameter fotal resources specifies
the maximum number of resources that can be allo-
cated.

The ARB pool is next sorted by the allocated re-
sources (descending), and resources are removed from
the ARBs starting at the end of the list, until the total
allocated resources are below the allowed level. Fi-
nally, those ARBs with zero resources are removed
from the pool. The termination condition for this proc-
ess of ARB refinement is met, when the mean of the
normalized stimulation is above a preset threshold.
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3.4 Memory Cell Selection

When the ARB refinement process is completed,
the ARB with the greatest normalized stimulation scor-
ing is selected to be the memory cell candidate.

The ARB is included in the memory cell pool, if the
stimulation value of the candidate is better than that of
the original best matching memory cell. We also need
to remove the original best matching memory cell.
This occurs only if the affinity between the candidate
memory cell and the best matching cell is smaller than
areplacement cut-off, which is defined as:

cutOff = affinityThreshold

x affinityThresholdScalar, (6)

where the affinity threshold is chosen during the above
initialization process.

3.5 Classification

When the training process is finished, the pool of
memory recognition cells becomes the core of our
AIRS-based classifier. The data vectors in the cells can
be denormalized for the classification process. The
classification is achieved using a k-nearest neighbor
approach, where the k best matching with a data in-
stance are located, and the class is determined via the
majority vote.

4. Baseline Classifiers for Comparison

4.1 Naive Bayes

The Naive Bayes, a simple Bayesian classification
algorithm, has been gaining popularity during recent
years. In general, the software quality classification
problem can be described as follows. Considering one
sample only belongs to one class, for a given sample,
we search for class ¢; that maximizes the posterior
probability P(c|/;0) by applying the Bayes rule:

Pc; |0)P(I]c;0)

: ™)
P(L16)

P(c, |1;60') =

Note, P(/|§)) is the same for all the classes, and / can
be classified:
c, =argmax P(c, |6)P(l|c;;0). (&
ceC
Reference [7] gives more information on estimating
continuous distributions in the Bayesian classifiers.
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4.2 Nearest Neighbor

Instance-based learning is a non-parametric induc-
tive learning method storing the training instances in a
memory structure, on which the predictions of new
instances are based. This approach assumes that rea-
soning is a direct reuse of the stored experiences rather
than the knowledge, such as, models or decision trees,
extracted from experiences. The similarity between the
new instance and an example in memory can be ob-
tained using a distance metric.

In our experiment, we use IBl [1], a Nearest
Neighbor (NN) classifier with the Euclidian distance
metric.

5. Metrics Selection

In data mining, many researchers have argued that
the maximum performance cannot be achieved by util-
izing all the available features, but only a “good” sub-
set of features. This approach is named feature selec-
tion. Therefore, for the metric-based software quality
classification, we need to find a subset of metrics,
which can discriminate between the fault-none and
fault-prone modules. In our paper, we investigate the
power of Gain Ratio (GR) [5] for acquiring relevant
metrics to improve the software quality classification.

Suppose there are a total of m classes denoted by
C={Cy, Cy,..., C,} (in this study, we know m=2, and
define C; as fault-none module and C, fault-prone
module), and there are N training modules represented
by:

(a(1), b(1),...; £(1)),..., (a(N), b(N),...; {N)) (9)

where a(i), b(i),...are the vectors of n metrics, and
t(i)[1C is the class label. Of the N examples, N c, is in
class C;. An appropriate feature can split these exam-

ples into  partitions, each of which has N examples.
In a particular partition, the number of examples of

class Cyis denotes by N, é:) .

The GR, which is firstly proposed by Quinlan in [5],
compensates for the number of features by normalizing
the information encoded in the split itself:

m N § N §
GainRatio =1G /[y —( A‘[ )1og(%)] , (10

k=1

where IG is the Information Gain [5]. The higher the
GR, the more relevant the metric.
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6. Experiment Results

The 10-fold cross-validation on the NASA Metrics
Data Program (MDP) benchmark dataset MW1, avail-
able in [13], is deployed here for evaluating the afore-
mentioned classification and software metrics selection
methods.

6.1 Performance Measure

We use the following two classification perform-
ance measures.

Error Rate (ER): Error Rate is defined by the ratio
of the numbers of incorrect predictions and all the pre-
dictions (both correct and incorrect):

ER =N,/N, (11)

where Nip is the number of incorrect predictions, and
Np all predictions (i.e., the number of test samples).
The ER ranges from 0 to 1, and 0 is the ideal value.
Thus, the lower the ER, the better the classification
performance.

Average Sensitivity (AS): We use Sensitivity to ac-
cess how well the classifier can recognize a class (class
Sfault-free is taken as an example here):

Sensitivity = Ny | N, (12)

where Nipe is the number of true predictions for the
class (fault-free modules that are correctly classified as
such), Ne is the number of modules in the class (all
modules that are actually fault-free). The AS is the
average of all the sensitivities:

n )
ZH Sensitivity,
iz ”

n

Average Sensitivity = (13)
where Sensitivity; is the sensitivity for class i, n is
number of classes (in our case, n=2). A perfect classi-
fier should give an AS of 1. The higher the AS, the
better the classifier.

6.2 Results

TABLEI
ER OF AIRS AND THREE OTHER CLASSIFIERS ON THE MDP DATA
AIRS AIRS NaiveB NearN
R None 8.68 16.9 13.4
GamRatio  7.95 11.45 11.91
AS None 0.67 0.59 0.57
GamRatio  0.70 0.64 0.60

NaiveB = Naive Bayes, NearN = Nearest Neighbor. None: using the
original MDP full metrics, GainRatio: using the best GR selected
metrics.
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Table I shows the ER of the AIRS and two baseline
classifiers on the MDP data. Using the original metrics,
the AIRS achieves the best performance with a mini-
mum of ER=8.68 and a maximum of AS=0.67. With
the GR-based metrics selection, the performance of the
AIRS is further improved with a minimum of ER=7.95
and a maximum of AS=0.70. On the other hand, the
GR can improve the performances the two other classi-
fiers: Naive Bayes and Nearest Neighbor.

Figure 2 illustrates the ER of different classifiers
based on the GR selected metrics. The number of se-
lected metrics varies form 5 to 25. The AIRS still has
the best overall performance with the lowest ER. Note,
the best achievement is at around top 17 selected met-
rics. Both Naive Bayes and Nearest Neighbor have
their better performance at lower number of GR se-
lected metrics.

% Error Rate
—e— AIRS

17
16
15 +
14
13 [a-
12 +
11 +
10 +
9 L
8 L
7

——e—— NaiveB

5 7 9 11 13 15 17 19 21 23 25

Fig. 2. ER of AIRS and two other classifiers on the MDP data.
X-axis: number of selected metrics by GR.

Figure 3 gives the AS of these classifiers on the GR
selected metrics. Again, the AIRS has the best per-
formance by achieving the highest AS. The best
achievement is at top 17 selected metrics.

Average Sensitivity

0.8
—e— AIRS
0.75 | —=—— NaiveB
---a---NearN
0.7
0.65 |
0.6 |
A-A_ _A N
055 A8 A A\‘-A-A-A.‘.A-A-A\A,‘
0.5 |
0.45

s 7 9 11 13 15 17 19 21 23 25

Fig. 3. AS of AIRS and two baseline classifiers on the MDP data.
X-axis denotes the number of selected metrics by GR.
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7. Conclusions

In this paper, we propose an AIRS for the software
quality classification. Performance comparison is also
made with two baseline classification techniques: Na-
ive Bayes and Nearest Neighbor. In addition, we use
the GR for selecting relevant software metrics in order
to improve the performance of classifiers. With the ER
and AS as the measures, results of the MDP bench-
mark dataset demonstrate that our AIRS is a promising
method for software quality classification, and the GR-
based metrics selection can further improve the per-
formance of existing classifiers.
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