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Abstract 
 

Based on analyzing the similarities of the Feature 
Interaction Detection System and Artificial Immune 
System, an artificial immune-based feature interaction 
detection method is proposed to detect all kinds of 
feature interactions in the next generation network, 
which references the multi-layer protection of the 
immune system and some immune principles, including 
the immune recognition, co-stimulation, immune 
learning, clone selection and self tolerance. The 
simulation and research show that this method is 
capable of detecting all kinds of feature interactions 
neatly, enhancing the detection ratio and efficiency 
dynamically, and adapting to multi-network with high 
expansibility and universality. 
 
1. Introduction 
 

Features function well solely, but their combined 
behavior may exhibit undesired characteristics, which 
is known as Feature Interaction (FI) [1, 2]. For example 
in telecommunication system, a user who subscribes to 
Call Waiting (CW) and Call Forward when Busy (CFB) 
is engaged in a call, then what will happen when there 
is a further incoming call? If the call is forwarded, then 
the CW feature is clearly compromised, and vice versa. 
In either case, the user will not have their expectations 
met. 

In the Next Generation Network (NGN), with the 
openness of the networks capabilities, a great deal of 
independent service providers can access the network 
to develop and deploy the services. With the rapid 
growth of the numbers and kinds of services, FI will 
become much severer. Because features are packages 
of incrementally added function to services, we will 
use term feature and service interchangeably in this 
paper. 

There have been plenty of works on the prevention, 
detection and resolution of FI in the telecommunication 
systems [1, 2]. But the traditional run-time detection 

method can only detect several kinds of FI, especially 
lack in the gradual recognition for the unknown FI. 
Artificial Immune System (AIS) [3-6] has good 
capability of immune learning, immune recognition 
and immune memory, and AIS has been researched 
and applied in many fields. Based on the AIS and the 
feature interaction manager (FIM) method between the 
service layer and control layer in NGN, an Artificial 
Immune-based Detection method (AID) for FI is 
proposed to detect all kinds of FI. The detection ratio 
and efficiency of AID is enhanced by the separation of 
the innate immune and the adaptive immune in the AIS. 
The AID combines the antigen recognition and the 
reinforcement immune learning to detect the unknown 
FI gradually, uses clone selection to accelerate the 
coverage of FI, and decreases the Fault Positive (FP) 
by self tolerance. The simulation shows that AID can 
not only detect the known FI, but also get the 
knowledge of the unknown FI gradually. Also, AID 
adapts to multi-network with high expansibility and 
universality.  

 
2. Related Work 
 

According to its lifecycle, the feature interaction 
management includes offline method and online 
method. Offline means that the method is applied 
during design time of features, in contrast to online 
method which is applied while the features are actually 
running. Offline method is limited in use because it 
needs the detail of feature implementation [2]. Online 
method is mainly divided into negotiation method and 
FIM method. The negotiation method [7,8] regards the 
components of the networks (user, terminal and 
value-added service, etc.) as different intelligent 
entities, detects and resolves FI by exchanging 
intentions of those entities. The negotiation method is 
not suitable for the NGN because the entities in NGN 
have no such intelligence. The FIM method [9-14] adds a 
FIM into the network to detect and resolve FI. These 
methods are capable of detecting and resolving one or 
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several kinds of FI efficiently, but they can not be 
combined together efficiently because their 
adaptability and expansibility are not good. There are 
also some limitations in these methods. For example, 
Ref.[9] ignores the semantic info in messages and 
matches the feature behavior just by syntactic info of 
the messages; the efficiency of the resolution process 
in Ref.[12,13] is a little low. Immunology-based 
Service Interaction Management System (ISIMS) [15] 

was proposed to detect all kinds of FI in NGN. ISIMS 
describes all kinds of feature behavior as antigen in 
AIS. The detection rules in ISIMS will detect the FI by 
matching with feature behavior. So ISIMS can detect 
FI in a universal way based on immune cells 
recognizing the antigen. But for high detection ratio, 
ISIMS needs enumerate all possible combinations of 
the feature behavior, too many detection rules in 
ISIMS result in low efficiency. Also ISMIS is lack in 
favorable learning mechanism, and the weak detection 
rules generated by the single parent generation 
algorithm can not detect the unknown FI efficiently. 

The AID method is an enhancing method for ISIMS, 
so AID can detect all kinds of FI in NGN. 

 
3. The mapping of the AID system and AIS 
 

Compared the similarities of the feature interaction 
management system with the AIS, the function entities 
mapping and the detection process mapping relations 
are shown as Table 1 and Table 2. 

Table 1. Function entities Mapping 
Telecommunication system Body 
Feature Interaction 
Management System 

Artificial Immune 
System 

Feature Behavior Antigen 
Feature Interaction Nonself Cell 
Normal Feature behavior/ 
Feature collaboration 

Self Cell 

Feature Interaction 
Detection Rule  

Immune Cell 

Feature Interaction 
Detection Information 

Antigen determinant 

Information Preprocess Skin and physical 
environment 

Special Memorial Feature 
Interaction Detection Rule 

Macrophage 

Universal Memorial Feature 
Interaction Detection Rule 

Lymphocyte 

Feature Interaction 
Detection Rule Generator 

Backbone Lymphoid 
Organs 

Feature Interaction 
Resolution Policy 

Bacteriolysin/ 
Antibody 

Known Feature Interaction 
Detection Rule 

Bacterin 

Table 2. Detection process mapping 
Happen of Feature Interaction Antigen Inbreak 
Collection and Preprocess of the 
Feature Messages 

Antigen 
Presentation 

Detection of Feature Interaction Antigen 
Recognition 

Resolution of Feature Interaction Antigen Clearup 
Affirm of Feature Interaction Co-stimulation 
Storage of Feature Interaction 
Detection Information  

Immune 
Memory 

Input of the Detection Rules for 
the known Feature Interaction 

Inoculate 
Bacterin 

 
4. AID method 
 
4.1. Some definitions 
 

Firstly, we make several definitions based on AIS: 
Def. 1 Detection Rule Set B, B={b|b=[<messages>] 

[<datas>][<rules>]<capability><interval>={[<message
>m][<data>n][<rule>k]<capability><interval>| 
capability, interval N}, messages represent the 
response messages of the feature, datas represent the 
info to aid FI detection, rules represent the constraint 
of FI, each part of them could be empty, but could not 
be all empty; m, n, k represent the number of the 
message, data and rule separately, capability represents 
the times of b detecting the FI successfully, interval 
represents b’s lifecycle. 

B is composed of Memorial Detection Rule Set Mb, 
Mature Detection Rule Set Tb, and Immature Detection 
Rule Set Ib. The rules having detected FI successfully 
are stored in Mb. The rules having not detected FI are 
stored in Tb, and those of which expired lifecycles will 
be deleted. The new detection rules will be added to 
the Ib. There are following relations among them: B = 
Mb Tb Ib, Mb Tb Ib =NULL. Mb =S_Mb + U_Mb, 
S_Mb represents the special detection rules in Mb, 
U_Mb represents the universal detection rules in Mb. 

Def. 2 Feature behavior Set Ag, Ag = {ag | ag = 
[<messages>][<datas>]}, the service behaviors are 
described by the messages and datas. Ag includes two 
subsets: Nonself and Self, Self Nonself=Ag, Self
Nonself=NULL. 

Def. 3 Nonself, Nonself represents the FI. 
Def. 4 Self, Self represents the normal feature 

behavior or feature collaboration. 
 
4.2. AID system 
 

There are three layer protections in the AIS, as 
shown in Figure 1.  
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Figure 1. Model of multi-layer protection in AIS 

Similarly, the AID system is set up as Figure 2. The 
dashed means that the function model is new added 
model than ISIMS. The Special Feature Interaction 
Detection (sFID) model is added to enhance the 
detection ratio, and the Generate Detection Rule (GDR) 
submodel is added to generate the new detection rules 
for unknown FI. AID system exists between the 
service layer and control layer of the NGN, and it is 
independent of the concrete network architecture. AID 
system can apply not only between the Parlay 
Application Server and Parlay Gateway, but also 
between the Application Server and Serving Call 
Session Control Function(S-CSCF) of IP Multimedia 
Subsystem (IMS). 

 
Figure 2. Model of AID system 

 
4.3. AID description 
 

The AID is based on multi-layer protection of the 
AIS, whose detection process is divided into three 
parts: 

 
4.3.1. First Layer: Preprocess Information 

 
The first layer of AIS is the skin and physical 

environment, which protects body from the virus 
intrusion and kills the bacillus.  

Similarly, the first layer in AID is the Preprocess 
Information (PI) model, which filtrates the invalid 
interactive messages from the control entity or the 

service logic, collects and formats the messages for the 
further use. The messages are formatted as formula 1: 

<message>={<SessionID><Event><ServiceID> 
<msgName>[<msgPara>|…]<Times>}          (1) 

<SessionID>=N, SessionID represents a unique 
session; 

<Event>={Address_Analyzed|tBusy|…},Event 
represents the trigger event; 

<ServiceID>=N, SessionID represents a unique 
service satisfied by the current Event in the session; 

<msgName>={<routeReq>|<release>|…}, 
msgName represents the name of the message; 

<msgPara>={<origAddress>|<destAddress>|…}, 
msgPara represents the important parameters of the 
message; 

<Times>=N, Times represents the times interacted 
with the AID system in the session, and its value 
increases gradually. 
 
4.3.2. Second Layer: Innate Immune 
 

The second layer of AIS is the innate immune 
composed by Macrophage. Macrophage can eliminate 
the intrude Bacterium quickly, and its secondary 
response is not enhanced because it can not memory 
the intruded Bacterium. 

Similarly, the second layer of the AID is the sFID 
model, which is composed of a detector and a sFID 
database stored S_Mb. The detection rules in S_Mb are 
simple and independent on the concrete services, and 
they can detect a special kind of FI efficiently. For 
example, the rule for the shared trigger interaction 
named mb1 is stored in S_Mb. 
mb1: 

<messages>=NULL; 
<datas>=NULL; 
<rules>=< ∀ i,j><messagei.Event=messagej.Event> 

<messagei.SessionID = messagej.SessionID> 
<messagei.ServiceID != messagej.ServiceID> 
<messagei.Times = messagej.Times>. 

If the FI is detected successfully by this layer, it will 
be resolved by the Artificial Immune-based Resolution 
(AIR) model; otherwise, it will be passed to the third 
layer. 

 
4.3.3. Third Layer: Adaptive Immune 
 

The third layer of AIS is the adaptive Immune 
composed of Lymphocyte. Lymphocyte can memorize 
the Bacterium encountered before, and produce much 
faster secondary response. 

Similarly, the third layer of the AID is the Universal 
Feature Interaction Detection (uFID) model, which 
includes GDR submodel and uFID submodel. The 
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GDR submodel is used to generate the new detection 
rules, which is composed of a Detection Rule generator; 
two databases stored the subset of Self and Ib 
respectively. The uFID submodel is composed of a 
detector, a co-operator and two uFID databases stored 
Tb and U_Mb respectively. The rules in Tb and U_Mb 
are dependent on the concrete services, and can be 
used by the detector to detect all kinds of FI using the 
antigen recognition of AIS. After the antigen is 
recognized by the detector, the co-stimulation will be 
executed to determine whether it is a FI. 

If the FI is detected successfully by this layer, it will 
be resolved by the AIR model; otherwise, it will be 
regarded as the self. 

Some immune principles are implemented in the 
uFID model: 

(1) Antigen Recognition 
Antigen Recognition is the main function of the AIS. 

The Self and Nonself can be distinguished according to 
the affinity between the lymphocyte and the antigen. 

Similarly, the uFID is implemented by matching the 
mb in the U_Mb or tb in the Tb with ag. The detector 
calculates the match degree of the detection rules and 
the ag. The recognition function is shown as formula 2: 

bbmatch TMUb
otherwise

agbaff
agbf ∪∈∀

≥
= _,

,0
),(,1

),(
τ  (2) 

In formula 2, aff is the function of calculating the 
affinity,  is the match threshold value. The system will 
send the alert signal when mb or tb mathes ag. 

(2) Reinforcement Immune Learning 
The AIS covers the Nonself by the reinforcement 

learning process. The lymphocyte’s primary response 
for ag is very slow. After the first successful matching, 
the lymphocyte memorizes the ag, and it’s secondary 
response will be much faster. The co-stimulation 
mechanism of the AIS judges whether ag Nonself for 
further avoidance of the FP. 

In the process of antigen recognition in AID, when 
aff (tb, ag) > , the co-stimulation mechanism is needed 
to judge whether ag Nonself. If ag Nonself, the 
co-operator will integrate the data and rule into the tb 
and send a signal to detector, and then the tb will be 
added to U_Mb, with its capability is set as 1. So the ag 
will be recognized quickly for the next time. 
Otherwise, if ag Self, the tb will be deleted from Tb 
and the ag will be added to the Self for the self 
tolerance. 

(3) Clone Selection 
The lymphocyte will clone and mutate itself to 

resist much more ag after it recognizes the ag 
successfully. 

When tb or mb in the AID detects an ag successfully, 
it will be added into the Parent set. When the count of 
Parent set reaches a threshold value or the threshold 

timer is expired, the Parent set will produce the Child 
generation by crossover and mutation operator, as 
shown in Figure 3. Child is added to the Ib as ib. The 
crossover point and mutation point are acquired by an 
average distribution.  

By the clone selection, new detection rules, 
especially for unknown FI, are generated. Those ib will 
become tb after self tolerance successfully. 

 
 

 
Figure 3. Crossover and mutation operator 
(4) Self Tolerance 
There are lots of self cells in the thymus and 

medulla of the body, which tolerance the fresh 
lymphocyte by the negative selection. The fresh 
lymphocyte will be killed if it recognizes the self cell, 
the left fresh lymphocyte will become mature 
lymphocyte to detect antigen. 

In AID, the FP of new detection rules in Ib were 
decreased by the negative selection progress of self 
tolerance. The initial Self are some normal service 
behaviors in the network. The ib passed through the 
self tolerance will become tb. The function of self 
tolerance is shown as Formula 3: 

fselfTolerance(Ib) = Ib {ib | ib Ib  ag Self  
fmatch(ib, ag) = 1}                            (3) 

The process of AID method is shown as Figure 4: 
The artificial immune-based feature interaction detection 
method. 
(1) Initialize Self, Mb, Tb, Ib, time, ; 
(2) Filtrate the invalid message, and preprocess the 

message to ag by formula 1; 
(3) Does one of the rules in S_Mb match ag? If matched, 

goto(6), otherwise goto(4); 
(4) Does mb in U_Mb or tb in Tb match ag? If aff(mb, ag) 

> , mb.capability++, goto(6); otherwise if aff(tb, ag) 
> , goto(5);otherwise goto(9); 

(5) Judge whether ag Nonself  by co-operator, if it is, 
delete tb from Tb and add tb with integrated data and 
rule to U_Mb, capability 1; otherwise, delete tb 
from Tb and add tb to Self; 

(6) Resolve the feature interaction; 
(7) Insert the mb or tb to Parent. If the genetic condition 

is met, Child will be generated by crossover and 
mutation and inserted into Ib; 

(8) Ib  will undergo self tolerance by formula 3; 
(9) If the method should not be finished, goto(2). 

Figure 4. Main process of AID 
 

S1
’ S3

’ib2
’’S1

’ S3 ib1
’ ib2

’ S1 S2 S2
’

Mutation point Child: 

Crossover point 

S1 S2 S3 mb1 S1
’ S2

’ mb2

Parent: 
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5. Simulation and Results 
 

In order to inspect the validity of the method, the 
AID method is simulated in the experiment platform of 
state key laboratory of networking and switching 
technology in Beijing University of Posts and 
Telecommunications. It is supposed that the service 
trigger point is 5, and there are 5 services in each 
trigger point. The user arrival rate is an exponential 
distribution whose average interval is 1 second. For 
simpleness, it is assumed that only one key message is 
reserved in each service, and the data and rule of the 
message are ignored. Once FI is detected in a session, 
the session will be released. 

The system performance could be evaluated by the 
False Positive Ratio (FPR, self is recognized as nonself) 
and False Negative Ratio (FNR, nonself is not 
recognized). A favorable system should detect FI with 
low FNR, low FPR, and high detection efficiency. Ref. 
[9-14] could only cover one or several kinds of FI, so 
the AID is compared with ISIMS because they can 
both cover all kinds of FI. Assume that the knowledge 
for the known FI is similar; the detection rule number 
for a special kind of FI in S_Mb of AID is 1, while the 
detection rule number for a special kind of FI in ISIMS 
is relative with the service, so the detection rule 
number in AID is less than that in ISIMS. The single 
parent genetic algorithm in ISIMS and clone selection 
in AID are both based on similar knowledge for known 
FI. 

The emulational results are shown as Figure 5, 
Figure 6, and Figure 7: 
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Figure 5. Comparison of FNR 

Figure 5 shows that the FNR of AID is much lower 
than that of ISIMS. AID has good mechanism of 
producing the new detection rules by clone selection 
and nice reinforcement learning process, so the 
unknown FI can be recognized after some time. But in 
ISIMS, since the new detection rules generated by the 
single parent genetic algorithm, the diversities of these 
new rules are not good enough to cover the much more 
unknown FI. So, the FNR of AID is decreased 

gradually, while that of ISIMS is always high. When 
the original knowledge for known FI is similar, the 
detection rule number in AID is less, but it can detect 
much more FI. 
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Figure 6. Comparison of FPR 

Figure 6 shows that FPR of AID is decreased 
gradually and it is lower than that of ISIMS in the 
period from 0 to T. This is because clone selection 
process generates the new detection rule continuously, 
and self tolerance deletes ib recognized by Self in AID. 
But not all the normal feature behaviors are added into 
the Self, so the FPR in AID always exists. The FPR of 
ISIMS decreased sharply and it is much lower than that 
of AID after T. This is because the detection ratio of 
ISIMS is very low, the number of new detection rules 
generated by the single parent genetic algorithm is very 
little, and the diversity of them is bad too. Along with 
some detection rules with FP are deleted, the FPR of 
ISIMS is less and less, even near to 0. 
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Figure 7. Relation between rule number and 

detection ratio 
Figure 7 shows that the AID could cover much 

more Nonself with same detection rule number in 
contrast to the ISIMS. This is because the innate 
immune and adaptive immune of AIS are implemented 
in AID, the detection rules in S_Mb are independent on 
the concrete services, they can detect a special kind of 
FI efficiently. With the increasing detection rule 
number, the detection ratio of AID is enhanced 
gradually, while that of ISIMS is always low. 
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We could draw a conclusion from the emulational 
results that the FNR and FPR of AID are much less 
than those of ISIMS, and the AID could cover much 
more Nonself with less detection rules, so it is more 
helpful to sustain the system stable and improve the 
users' satisfaction. 

 
6. Conclusion and Future Work 

 
An artificial immune-based feature interaction 

detection method named AID was proposed in this 
paper. Compared with the traditional detection 
method[9-15], AID can detect all kinds of FI in NGN 
with low FNR, low FPR and high efficiency. The 
multi-layer protection mechanism and some immune 
principles of AIS, including the immune recognition, 
co-stimulation, reinforcement immune learning, clone 
selection and self tolerance are implemented in AID. 
The simulation and research show that AID is capable 
of detecting FI neatly and efficiently, and adapting to 
multi-network with high expansibility and universality 
dramatically. 

The shortage of AID is that the experimental results 
are got in the emulational environment, not in the real 
telecommunication system. 

The further work is to research the artificial 
immune-based resolution method for FI. 
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